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	Reviewed by DPO
	Yes- see advice note below

	Date of DPO review
	06/3/23

	Governor minute number/reviewed by SLT 
	

	Governor/SLT review Date
	27/4/23


	DPO Advice note:

Based on the information available at the time of writing the DPO is satisfied that this DPIA addresses the main data protection risks of participating in this scheme. The school should ensure that the mitigation actions set out in the risk table below are carried out (particularly in relation to informing data subjects and considering if responsibilities for updating the MIS should be changed). If the school does not have the resource to mitigate the risks, then it may be decided that participation in this scheme is not desirable. The DPO notes that the DfE has engaged with the ICO in respect of this project and that the DfE has now provided schools with a more comprehensive DPIA which sets out the intentions of the project and how it will benefit data subjects. 

In all cases the DPO must tick one of the following options:
	
	
	‘Tick’ Option
	Date

	A
	I have done the screening questions in Section 1 and owing to the amount of personal data or ‘yes’ responses in the table, it is necessary to complete a full DPIA. The DPIA has been carried out, and the outcomes are listed in this document and an action plan provided.
	X
	06/3/22

	B
	I have done the screening questions in Section 1 and there are some ‘yes’ responses and some personal data involved, but I have checked the guidance and there is no legal obligation to carry out a full DPIA. I therefore do not feel it is necessary to complete a full DPIA and I attach my reasons.
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	Version History

	Version
	Date
	Detail
	Author

	1.1
	February 2022
	Template 
	Claire Archibald, Data Protection Officer
	1.2
	February 2022
	Further details provided by DfE (DPIA)
	Claire Archibald, Data Protection Officer. 

	1.3
	March 2023
	Updated to include DfE request for additional data sets (child in need status, child protection plan,  student admission and leavers date. 

Now also includes the new DfE DPIA link and privacy notice links in due diligence section. 

Title of DPIA changed as this is what the DfE now call the project- no longer a “Pilot Scheme”

Amendments made to example letter to parents to include the new Privacy Notice hyperlink.

All amendments throughout are indicated in green font for ease of reference where schools have previously conducted a DPIA for this. If this is your first DPIA for this, then all text can be changed to black.
	Claire Archibald, Data Protection Officer 




	Guidance Note for this DPIA: THIS IS A SUGGESTED TEMPLATE AND SHOULD BE ADAPTED BY THE SCHOOL TO FIT YOUR SCHOOL’S PARTICULAR CIRCUMSTANCES.

Instructions:
· Read the template carefully and consider whether it is applicable to your situation. Areas that particularly need your input and careful consideration are highlighted but you may change any text within this template. 

· The DPO has already reviewed this DPIA and recommends that the project can proceed, on the basis of the Advice Note on the front page. Therefore, you do not need to re-submit this DPIA to the DPO. Please make any small amendments indicated (mainly around whether the school currently uses Wonde or not) and then submit this DPIA to school Governors/senior leadership for approval for the project to proceed. The green text is there for your convenience if you have already completed a DPIA for this project so you can easily identify what changes have been made since February 2022. 

· Keep this document under review over time; if there are changes to the project you should review the DPIA, make any changes and save as a new version. Please contact the DPO if you receive notification that the project is changing.




Introduction

As part of the Department For Education (DfE) work to identify the causes of poor school attendance and to support local authorities, multi-academy trusts and schools to improve attendance levels the DfE would like to make it easier to access more timely pupil level attendance data by these parties. They are therefore inviting schools to take part in an optional data sharing project. This project is currently optional, but the DPO envisages that this data sharing will be made legally compulsory in due course. The DfE ambition is for this to help schools identify issues and challenges relating to absence and safeguarding in a quicker and simpler way. As part of this project the DfE will also conduct research with schools, LAs and MATs to better understand how best to share the data and they will seek ongoing feedback to help deliver improvements to the data sharing activity. 
To deliver the project, the DfE have procured the services of Wonde, a data connector, who will ask for schools’ agreement to share daily pupil level and attendance data via their platform. Once schools have activated the data sharing it will be automatically extracted from the Management Information System (MIS) and sent to DfE each day. The data request will include attendance and demographics as set out in the data table below. Additional data sets have been added since the project originally started. The DfE sees this as the first step towards a more efficient approach to data collection that is less burdensome for schools.
The DfE states that this voluntary data will not be used for Ofsted or Regional Schools Commissioner (RSC) decision making, for judgements around what constitutes a school causing concern, or for inspection, academisation or decisions to place or remove a school in a Trust.
Schools already share pupil personal data including attendance data with the DfE via Census collections three times a year. Since the Coronavirus pandemic, schools have additionally been required to submit daily Educational Setting Status returns (reporting on whether the setting is open, numbers of vulnerable children, remote education arrangements, free school meals arrangements and staff absences). Data sharing with the DfE and Local Authority is not new and participation in this project will not mean new data is shared with the DfE and Local Authority- it will just be shared more regularly. Sharing Census data with the DfE is a legal obligation under Section 537A of the Education Act 1996. More information on Census returns is available at:
https://www.gov.uk/guidance/complete-the-school-census/statutory-requirement-data-sharing-and-regulations 
DERBYSHIRE SCHOOLS-The school already shares this information with Derbyshire County Council under an Information Sharing Agreement
NON-DERBYSHIRE MAINTAINED SCHOOLS- The school shares this information with [name of local authority] under an Information/Sharing Agreement [insert link or refer to this document]
As the DfE tests and develop this new approach, the usual methods of data collection remain in place. The DfE have instructed schools to continue submitting the Educational Setting and Census Returns. 
The new element of data sharing is in relation to the use of Wonde as a data processor for this scheme. Wonde is a commercial company. Wonde will be working under two separate contracts (the school and DfE) to provide processing services to two different data controllers. 
This DPIA also includes evidence of the examination the school has undertaken to consider the risks of the use of Wonde as a data processor for this project. However, it is important to note that the DfE have chosen to select Wonde as the data processor- so whilst the DfE have stated “it is for both data controllers to satisfy themselves that any processing by their data processor is in compliance with data protection legislation before entering into the contract” the school does also place some reliance on the DfE in this regard. The DfE will have more resource available to it to conduct any assessment of physical and cyber security measures in place to ensure pupil personal data is adequately protected. Wonde has provided the Data Protection Officer with some information to support the DPIA process and more detail about Wonde’s security provisions is set out in the Appendix below.
The DPO supported the school with this matter in February 2022 and the school completed a DPIA and decided to participate in the project. Since February 2022, the DPO is aware that the DfE have had an ongoing working relationship with the ICO to address the data protection concerns that arose out of the project. Many schools have also chosen to participate in the scheme, which has allowed the creation and sharing of attendance dashboards- this has proven to be very useful for the DfE, Local Authorities and participating schools as part of the post-Covid recovery work to fully understand and improve pupil attendance.  The DfE has also now produced a helpful guide (please see https://www.gov.uk/guidance/share-your-daily-school-attendance-data ) and a DPIA document that sets out in detail the reason for the project, the intended aims and a short risk assessment. For further information please see https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1137364/School_attendance_data_collection_impact_assessment_February_2023.pdf 

	The school already uses Wonde to automate some data processing activity for other data sharing/processing activities. The school therefore already has a data processing agreement/contract with Wonde for them to process pupil data for the purposes of Wonde passing this onto other parties. The suitability of Wonde to fulfil this function has already been considered by the school as part of other DPIA work. School staff understand how to access the Wonde platform to give permission to Wonde to share personal data with other parties and understand that sharing personal data via Wonde is optional (and sharing of some individual data sets) is also optional. The school considers data protection principles (including data minimisation) before granting Wonde permission to access and pass on personal data.





Describe the nature, scope and context of the data processing

Whose data will be collected?
Children’s personal data will be collected for all reception, statutory school age pupils and years 12 and 13 in state funded settings. 

	Types of data
	Yes
	No
	Types of data
	Yes
	No

	Name
	x
	
	Sex life or sexual orientation
	
	x

	Date of Birth
	x
	
	Looked after status/ previously in care
	x
	

	Address
	
	x
	Health Data (Education and Health Care Plan)
	x
	

	National Curriculum year group
	x
	
	Race
	
	x

	Contact telephone number
	
	x
	Ethnic origin
	x
	

	Gender
	x
	
	Political opinions
	
	x

	Profiling/analytical/insights information/cookies
	x
	
	Religious or philosophical beliefs
	
	x

	Photograph/film footage
	
	x
	Trade Union membership
	
	x

	Banking details
	
	x
	Genetic data
	
	x

	Card payment information
	
	x
	Biometric data (where this is used for identification purposes)
	
	x

	Salary/employment benefit details
	
	x
	Criminal Offence data
	
	x

	Vulnerable adult data
	
	x
	Free School Meals status (including FSM6)
	x
	

	Children’s data 
	x
	
	SEN status/support
	x
	

	Pupil UPN
	x
	
	Other
Child In Need status
Child Protection Plan status
Student Admission Data
Student Leaving Date (both expected and confirmed)
	X

	



Additionally, data relating to the School Unique Reference Number and Local Authority Code will be collected.

How will the data be collected?
The data will be collected by Wonde. The school will allow access by Wonde to the MIS. This is controlled by giving Wonde and the DfE permission to access personal data (done within the MIS itself and within the Wonde online portal)

What is the lawful basis of the processing of this data?
The lawful basis for the school processing this data is Article 6(1)(e) processing is necessary for the performance of a task carried out in the public interest and Article 9(2)(g) processing is necessary for reasons of substantial public interest. 

MAINTAINED SCHOOLS 
The relevant legislation is section 3 of the Education (Information about Individual Pupils) (England) Regulations 2013 and Section 537A Education Act 1996 and the Education (Pupil Information)(England) (Miscellaneous Amendments) Regulations 2016. 


Who is data controller and processor?
Schools (or MATS for all schools within their MAT) are the data controller for the personal data processed as part of the School Census statutory data collection. This attendance data is a subset of the School Census data collection and schools are therefore the data controller for the data held. The DfE is the data controller for the personal data for the Census collection at the point they receive the data. This will be the same for this subset. Wonde will be the data processor for the school and the DfE. 

Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?
Wonde will have access to this information as a data processor. The DfE already had access to this information, but it will now be more shared more regularly. 

How long is the data kept for?
The DfE state that this data will be kept for 66 years and set out justification for this in their DPIA. Wonde states in their Data Processing Agreement that Wonde will retain school data for the duration for which services are being utilised by the school and that Wonde only retains current, up to date MIS data. If a record is removed from within the MIS it will be removed from Wonde during the next sync.

How and where will the data be stored?
Schools store this information on the MIS. The DfE has not given details of how and where they will store the data. Wonde stores school data within Amazon Web Services data centre in Ireland. 

Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used? If yes, please describe the new purpose below.
Yes, this information will be used to identify and support schools with attendance related matters.

Does the project involve you using new technology that might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.
No.

Will the project result in you making decisions or taking action against individuals in ways that can have a significant impact on them?
No. This project alone would not have an impact on individuals. Pupils with low attendance rates would be addressed as part of school/local authority/MAT interventions relating to poor attendance. These interventions may include the imposition of a Penalty Notice, but this would not be as a result of this data sharing. More information about legal action to enforce school attendance is available at https://www.gov.uk/school-attendance-absence/legal-action-to-enforce-school-attendance 

Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be private.
Yes, some of the information processed will be particularly private, including health/SEN/ethnicity/free school meals status/looked after status. This information is already shared with the DfE as part of Census returns. 

Note regarding Consultation
The school will consult with the Data Protection Officer and Governors regarding the participation in this pilot scheme. Pupils and parents/carers will also be informed of this new data sharing activity and the template letter to parents in the Appendix will be used. Mrs Layhe-Humphreys will be available to assist staff and parents with any issues relating to this new data processing. The school will continue to keep this data sharing activity under review and notes that it is possible to withdraw from the pilot if necessary e.g. if the risks cannot be mitigated or many pupils/parents/carers object to the school participating in this pilot. 


Identify the privacy and related risks and mitigations

	Data Protection Principle
	Description and mitigation in place
	Further mitigation actions that must be carried out by the school
	Person responsible and if applicable, date of completion

	Lawfulness, fairness and transparency.
	The lawful basis for the sharing of data is Public Interest/Substantial Public Interest- in participating in this project the school is sharing personal data to work with the DfE and the local authority to understand and examine the rates and causes of poor attendance.  
	The DfE has provided information related to lawfulness in their DPIA. 

Ensure that this new processing activity is included on the Records of Processing Activity (RoPA) (schools that use GPDRiS can add this to the ‘data mapping’ section)
	Data Protection Officer










	
	The processing is fair- sharing personal data in this way is fair (and expected). It has been well publicised that the Government is seeking to improve school attendance. 
	Inform pupils and parents/carers regarding the school’s participation in this pilot. Ensure that the Privacy Notice is published on the school website and provide parents/pupils with notification that this document is available on the website. 

A template letter for parents is at Appendix B if school decides that they want to provide an explanatory letter to go with the Privacy Notice. 
	Judy Clough

	
	Data subjects have a right to be informed- the processing will be transparent if the school ensures that the relevant Privacy Notices are updated to include data sharing with the DfE and Wonde for the purpose of this pilot. 
	Provide pupils and parents/carers with a copy of the DfE privacy notice for the project. Publish this on the school website alongside the main pupil privacy notice. 
	Judy Clough

	
	Data Subjects must be able to exercise their rights under data protection laws. 
The rights are already available to data subjects and are explained in the school pupil privacy notice- these rights are extended to the data shared in this pilot scheme. The DfE and Wonde have also set out how they will ensure data protection rights are upheld in their privacy notices.
	Ensure that the school pupil privacy notice for the school is up-to-date and easily available for data subjects.
	Judy Clough

	Purpose limitation.
	Personal data will be shared for the purpose of fulfilling a public task- the school will not use the personal data for any other purpose beyond what it already does or reasonably needs to in pursuance of ensuring pupil attendance and safeguarding. 
The DfE has confirmed that personal data will only be used for this purpose and no other. 
	School relies on DfE’s documentation giving assurances regarding the processing of personal data for this purpose only by the DfE and Wonde. 
	n/a

	Data minimisation.
	Personal data shared is as set out in the screening questions above. The DfE deems these data sets as the minimum needed for the purpose of processing.
	Review data sets collected and check regularly.  Keep this under review as the project progresses- remember the school can opt out of the project at any time. 
	Judy Clough

	Accuracy.
	The school is responsible for ensuring that attendance data on the MIS is accurate and up to date. All staff have a responsibility to ensure that data is factually correct. The DfE recognises that attendance data may not be accurate on the day the register is taken and has therefore any attendance codes that are changed up to 7 days after the date of registration will be automatically refreshed. If schools rely on one person to keep the MIS up-to-date then it may be possible that this data will be inaccurate when it is sent to the DfE if for some reason the staff member does not correct it within 7 days. 

The school is also responsible for ensuring all other personal data on the MIS is correct and up-to-date (e.g. Free School Meals status). The school is already responsible for ensuring that personal data is accurate in time for Census collections- for the purposes of this trial it is now even more important that data is changed as soon as possible (rather than waiting for Census time to check this). 
	Nominate member of staff responsible for ensuring attendance data on the MIS is checked for accuracy within 7 days- otherwise inaccurate data will be shared with the DfE.

Ensure staff are instructed to ensure all personal data is updated on the MIS as soon as possible (e.g. change in Free School Meals status, or SEN code). This may mean that is it reasonable/important to increase staff access to the MIS e.g. for staff to take registers on the MIS themselves rather than filling in paper registers and waiting for office staff to input attendance data as this would eliminate any delay in data being uploaded (e.g. if office staff are absent or engaged with other work) or for SEND co-ordinators to be responsible for checking SEN status is accurate on a weekly basis. 
	Sarah Layhe-Humphreys

	Storage limitation.
	Storage of this data is already addressed as part of school and DfE retention policies. The DfE state this data will be retained for 66 years and this is included in the privacy notice.
	None at the moment- the DPO will keep this under review and provide further advice as necessary. The DPO notes that the ICO challenged the DfE regarding the length of retention. The DPIA by the DfE refers to the reason for this personal data being retained for such a long period. 
	Data Protection Officer

	Integrity and confidentiality (security)
	There is a medium risk that use of this platform could result in a data breach that either the users of the platform, staff at the school, Wonde or the DfE could be responsible for. 

A Data Processing Agreement applies to the relationship with Wonde- this sets out the security and Data Protection and security responsibilities of each party- see Appendix A. 

Reasonable due diligence has been carried out into the suitability of Wonde who have provided additional information to schools to support the DPIA process. To some extent the school also relies on the DfE who have selected Wonde as the data processor for this pilot to have conducted thorough due diligence regarding security measures. 

The school is responsible for ensuring their staff comply with Data Protection requirements and use platforms such as the MIS Wonde in a safe and secure way.
	Nominate staff with suitable technical expertise to grant access to the MIS by Wonde.

Ensure staff responsible for maintenance of the MIS and Wonde have sufficient expertise and support. 

Ensure all staff comply with instructions and guidance regarding data protection and IT usage. 
	Sarah Layhe-Humphreys

	Accountability.
	All parties (the school, the DfE and Wonde) have responsibilities to account for their data protection practices. This DPIA and the documents referred/linked to in this document form part of the accountability practices of the school. 

The DfE have published their DPIA in relation to the project. The school relies on the DfE as overall government body responsible for education. 
	Retain evidence of work done to comply with Data Protection laws.

Keep this DPIA under review over time as the project may change in the future. 

	Sarah Layhe-Humphreys










Risk Rating Decision

As a result of the privacy risks and mitigations it has been evaluated that the overall level of residual risk to privacy after the mitigation actions have been carried out for the school’s part in this pilot scheme is low. This is because the personal data is already shared with the DfE [and Wonde], this project will allow that data to be shared more regularly.



Appendix A: Evidence of due diligence

As the Data Controller, the school may only rely on processors if it provides sufficient guarantees in relation to appropriate controls and GDPR compliance. The statements at the weblinks below have been checked by the Data Protection Officer:

	Processor Name and Address
	Wonde Ltd Furlong House, Newmarket, Suffolk, CB8 7SG United Kingdom

	Processor ICO Number
	ZA118834 

	Processor DP Contact Details
	data@wonde.com

	Privacy Notice
	https://www.wonde.com/downloads/Wonde%20-%20Privacy%20Notice.pdf 

	Processor Contract/Data Sharing Agreement
	https://www.wonde.com/downloads/Wonde%20-%20Data%20Processing%20Agreement.pdf 

	Terms of Use
	https://www.wonde.com/downloads/Wonde%20-%20Terms%20of%20Use.pdf 

	School Data and GDPR overview
	https://www.wonde.com/downloads/Wonde%20-%20School%20Data%20and%20GDPR%20Wonde%20UK%20and%20Ireland.pdf 



The school relies on the assurances made by the DfE in their DPIA. The information provided in this document has formed the basis for this DPIA. 


Wonde also provided further information to the Data Protection Officer “School Data Protection Impact Assessment Support Document” (dated January 2022).
This set out that Wonde is ISO 27001 and Cyber Essentials Certified, Wonde’s encryption standards, how they adhere to the GDPR principles, how data subject rights are supported and the following information about how risk is mitigated:

How Wonde helps manage risks

1. Both Wonde and schools will have a data processing agreement, outlining all responsibilities. Additionally, a privacy notice is provided to all data subjects. 
2. Wonde protects individual rights as detailed above, and ensures compliance with UK GDPR.
3. Data is only used for its intended purpose. The data processing agreement between Wonde and schools will clearly detail the purpose for this processing. 
4. As detailed within the 6 principles, Wonde carefully monitors the security of the data it holds. Please see the ‘Integrity and Confidentiality’ principle for further information. 
5. Information within the Wonde system is accurate to the level that the school maintains it. More frequent CSV uploads and data integration will help ensure accuracy. 
6. To help protect data from interception or unauthorised access, All data is encrypted at rest and during transit. Amazon Web Services uses the techniques detailed in DoD 5220.22-M (“National Industrial Security Program Operating Manual “) or NIST 800-88 (“Guidelines for Media Sanitization”) to destroy data as part of the decommissioning process. 
7. To ensure data cannot be merged with another school, every school in the Wonde system has a unique identifier, and all school data is saved with an association to this id. Our API’s and MIS integration technology has strict checks in place to ensure data is never linked to an incorrect school. 8. Wonde stores data in the AWS which provides a 17 day back-up policy, this helps to protect from; system outage, data corruption and data deletion. 
9. Wonde ensures that service can be delivered with the following measures; Wonde’s application and API are hosted in multiple availability zones; this provides the ability to remain resilient in the face of most failure modes, including natural disasters or system failures. 
10. To help reduce the risk of third parties accessing the data held by Wonde, data is hosted in the Amazon Web Service (AWS). The following applies to the AWS environment; AWS computing environments are continuously audited, with certifications from accreditation bodies across the world, including ISO 27001, FedRAMP, DoD CSM, and PCI DSSWonde requires that all API calls are authenticated with a secure API token and transmitted on a secure SSL connection. Additionally, backups are all managed and stored in AWS and are encrypted at rest. The system maintains an automated 17 day back-up policy, where Wonde can restore the database to any point in time within that time window. As part of its ISO/IEC 27001 certified Information Security Management System, Wonde maintains up-to-date and (at a minimum) annually tested business continuity and disaster recovery plans, by department and supplier as appropriate. 
11. Additionally, Wonde use the following encryption standards; Wonde websites are secured by TLS; cloud-based backups are encrypted; cloud-based file stores are encrypted; laptop and desktop hard drives are encrypted; removable hard-drives and usb memory devices are not used; authentication data is stored using cryptographically strong specialised; password hashing algorithms; all encryption techniques utilise minimum 256 bit encryption and appropriate cyphers.
12. When accessing a school's MIS, Wonde maintains a 3 month audit log. This allows Wonde to provide a school with information on when their MIS was accessed if required. 
13. Wonde is duty bound to inform controllers of any data breach immediately upon discovery. Wonde will complete a full investigation and provide support to the school.




Appendix B: Example Letter for Additional Services for School to adapt as needed
Dear Pupils and Parents/Carers,
As you know, good school attendance is vital for success for our pupils and we take school attendance seriously. Every session that you/your child miss at school has an effect on success at GCSE and A Levels. Although the pandemic is still present and causing some unavoidable absence amongst pupils, teachers and other school staff, it has highlighted the importance of regular face-to-face education to allow all pupils to fulfil their potential. 
You may have read in the press that the Department of Education is taking new measures to tackle avoidable absence in schools. The school is already obliged to share pupil and attendance data with the DfE three times a year via a school census return. The school is legally obliged to share this information. Additionally, all schools have now been invited to participate in a project to share this data more regularly in order for the school to receive earlier support from the DfE and Derbyshire County Council where necessary. The school intends to participate in this project and will keep this data sharing under review as the project progresses.
The Department of Education has published a privacy notice for this project and this is available at https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1137363/Privacy_notice_-_daily_school_attendance_data_collection_February_2023.pdf 
We have worked with our own Data Protection Officer regarding this scheme and have conducted our own Data Protection Impact Assessment (DPIA). If you have any questions about this project, please contact Mrs Clough
[bookmark: _GoBack]Yours sincerely
Sarah Layhe-Humphreys
Headteacher
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